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ABSTRACT :

Implementing a smart healthcare system that makes use of the Internet of Things (loT) and the cloud is a
new trend in healthcare information technology. Thanks to loT-enabled and cloud-assisted healthcare
technology, clinicians can monitor and respond to paroxysmal diseases in real time. Given the
significance of patient privacy, it is critical that cloud-stored health data be encrypted to avoid
unauthorised access by untrustworthy cloud firms and individuals. Encrypted health data stored in the
cloud, on the other hand, makes retrieval more difficult for the data consumer. Furthermore, the
tremendous computational demand stresses both the patient and physician sides' resource-constrained
equipment. In this research, we present a lightweight attribute-based searchable encryption (LABSE)
method for resource-constrained devices that enables fine-grained access control and keyword search
while lowering computational cost. To address the healthcare scenario's security demands, we rigorously
demonstrate the semantic security of the proposed LABSE scheme and examine other security concerns.
Then, within the healthcare system, we construct a real LABSE deployment model. We compare LABSE
to state-of-the-art equivalent systems in terms of usefulness and complexity. Finally, the experiment

reveals the usefulness and performance benefits of the experiment.
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I.INTRODUCTION

The fast expansion of the Internet of
Things (I0T) [2, 3] has been facilitated by
technical breakthroughs in wireless sensor
networks [1, 2]. 10T is increasing popularity and
public attention due to its instantaneity,
universality, and ease of deployment, and has
been widely applied in areas such as smart
transportation [4, 5], healthcare [6, 7], smart
homes [8, 9], and smart grids [10]. In essence,
10T is a helpful data service approach that allows
users to dynamically and precisely monitor an
object using real-time obtained data, which is
especially beneficial in the field of healthcare [9].
As a result, creating a healthcare system
employing 10T has become a new developing
trend in the healthcare field. In a typical 10T-
oriented healthcare system, the wearable sensor
and the implanted sensor [10] collect real-time
health data (such as blood pressure, heart rate,
breathing rate, and others) and transfer it to the
terminal device held by the designated doctor.
With this method, the doctor can correctly
monitor the patient's health in real-time, provide
guidance on how to improve their health and a
diagnosis, and be ready to deal with any potential
paroxysmal diseases. Usually, the patient can
choose to upload the collected health data to the
cloud [11, 12], from which the patient's doctor
can access it and medical institutions can use it
for research. The patient would subsequently get
payment for disclosing the information. The
attacker, unauthorised data users, and the cloud
(which is set to be semi-trusted and is interested
in the stored data) would all have easy access to
sensitive data privacy if we send and store the
data to the cloud in the form of plaintext [13-16].
When we upload health data in encrypted form to
the cloud, it is challenging for the authorized data
user to separate the relevant encrypted data from
the vast amount of cypher text stored there.

The issue may theoretically be resolved
by enabling the data user to download and decode
all of their approved access cypher text, however
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this is obviously impracticable due to the
astronomical computational and storage costs
required. Fortunately, searchable encryption (SE)
was introduced as a practical and efficient solution.
The data owner selects a keyword from the public
keyword dictionary in a typical SE system, as seen
in Fig. 1, then produces the cypher text and inserts
the selected keyword. In another case, the data user
first selects a search phrase from the dictionary,
then creates a trapdoor tied to the search term and
uploads it to the cloud.

Due to the ability to effectively retrieve
cypher text, researchers have recently concentrated
on SE systems for the healthcare sector [17-20].
The patient's identity should remain private even if
doctors and medical institutions have permission to
access it, but realistic healthcare scenarios
necessitate that they be able to access a variety of
patients' health data with flexibility, in accordance
with the system authorization. It is surprise given
that it seems like a challenging problem because
attribute-based encryption (ABE) [23] totally
resolves the aforementioned circumstances.

ABE provides one-to-many fine-
grained access control by employing the standard of
determining a data user's access authorization to
determine if an attribute set conforms with an access
structure. ABE schemes are further split into key-
policy ABE (KP-ABE) and cypher text-policy ABE
(CPABE) kinds based on their various authorization
management [23]. According to the KP-ABE
application scenario [24], the data user has access to
a structure based on the service scope they are most
interested in while the data owner is identified by a
collection of descriptive attribute sets. The data is
only made available to users when the access
structure they choose and the attribute set of the data
owner are compatible. On the other hand, in the CP-
ABE application scenario, the access structure is
created by the data owner themselves, and the data
owner may only decode the cypher text they created
if their own attribute set is included in the access
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structure. Due to this, researchers merged ABE and
SE to create attribute-based searchable encryption
(ABSE), a unique cryptographic primitive that
inherits the benefits of cypher text keyword search
and fine-grained access control and is anticipated to
be applied in the smart healthcare system [41].

However, due to the exponentiation
and pairing operations' significant computing
overheads in the aforementioned ABSE approaches,
transmitting and retrieving health data would take
longer on resource-constrained devices on the
patient and doctor sides. This is obviously
unacceptable in the context of quick healthcare. A
few new literatures have been published to decrease
the processing overheads in the online encryption
phase and the decryption phase using, respectively,
online/offline encryption [39] and outsourced
decryption [42] technology in order to speed up
encryption and  decryption.  Online/offline
encryption, however, has no effect on how much
energy or processing resources the sensor uses; it
just "transfers" the operation of certain cypher text
components creation to idle time. In addition, these
implanted and wearable sensors regularly need to be
recharged because they depend on batteries for
power (some implantable sensors are even non-
rechargeable, which would reduce their lifespan).

Il. LITERATURE SURVEY :

Lightweight attribute-based encryption. ABE is
modelled after the fuzzily identity-based encryption
(IBE) proposed by Sahai and Waters [29]. ABE, an
offshoot of IBE, substitutes a set of descriptive traits
for the specific identification of users. If the
collection of characteristics adheres to the defined
access structure, the data user could be allowed

Assembling keyword and
characteristic research with encoding. The first
public-key encryption with keyword search (PEKS)
approach was suggested by Boneh et al. [33] in
order to successfully recover keywords from the
ciphertext. As a result, the literature has published
various SE approaches that have enhanced
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access to the data without having to provide their
name. One-to-many fine-grained access control and
user identity privacy protection are made possible
by ABE in this way. ABE is divided into two groups
by authorization management: CP-ABE [23] and
KP-ABE [24], each of which is suitable for a certain
application scenario. The quantity of pairing and
exponential operations in other ABE schemes,
however, results in actual performance constraints.
In other ABE schemes, the processing costs for data
owners and data consumers further increase as the
number of attributes increases. In response to the
efficiency requirement, Hohenberger et al. [39]
created the novel primitive known as online/offline
ABE and created an online/offline ABE scheme
based on the large-universe KP-ABE approach [25].
This technique enables the data user to quickly build
the ciphertext at the cost of a few computations
when the attribute set and the data to be encrypted
are input by precalculating the necessary ciphertext
components during the offline phase. Rao et al. [31]
have presented a number of KP-ABE algorithms
with compact ciphertext sizes. To generate the
ciphertext, these techniques simply require a certain
amount of  exponential operations. The
aforementioned studies, however, only focus on the
data owner's computational overhead. In order to
reduce the decryption overhead for the data
consumer, Lai et al.'s [42] proposed the CP-ABE
technique with outsourced decryption, in which the
majority of the decryption activities are outsourced
to a powerful semi-trusted server. The data user
must do extra exponential precomputations before
delivering the ciphertext to the server in order to
keep the server from discovering the privacy of the
data.

functionality and security [18-22]. It is astonishing
how nicely ABE and SE cooperate to solve the
problems of real-world ciphertext retrieval and
fine-grained access control. Yu et al.'s [30] KP-
ABE method leverages keyword search and doesn't
add any additional steps while applying a tree
access structure to instantiate a number of access
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rules in order to lessen the user's computational
load. To reduce the decryption overheads for data
users, Li et al. [27] developed the ABSE approach
for cloud storage with outsourced decryption. This
method, however, does not account for the
processing expenses spent by the data owner. To
reduce the computational cost for both the data
owner and the data user, Miao et al. [28] developed
a lightweight finegrained searchable encryption
technique with a tree access structure for fog
computing. However, adding additional attributes
increases the computational cost of data encryption.
For the e-healthcare cloud, Wang et al. [40]
proposed a CP-ABE system with keyword search
that achieves policy hiddenness and considerably
lowers the computational cost and storage cost for
both the data owner and the data user side. A
searchable CP-ABE strategy for the cloud-assisted
healthcare industrial 10T was presented by Miao et
al. [41]. With the online/offline technology, this
technique enables the data owner to swiftly
construct the ciphertext during the online
encryption phase [39], but it does not really reduce
the data owner's overall computing cost. Using
keyword search, Cui et al. [38] developed the CP-
ABE and KPABE methods, respectively. Similar to
[41], it minimises the cost of building trapdoors for
the data user while maintaining a high total
encryption overhead for the data owner.

[11.PROBLEM STATEMENT :

Using attribute-based encryption
and keyword search. The first public-key
encryption with keyword search (PEKS) system
was developed by Boneh et al. to efficiently retrieve
keywords from encrypted text. Based on this, a
variety of SE schemes with improved functionality
and security have been described in the literature. It
is incredible how scientists were able to combine
ABE and SE to suit the requirements of fine-
grained access control and encrypted text retrieval
in practical applications. Yu et al. created a KP-
ABE system with keyword search that uses a tree
access structure to instantiate different access rules,
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however this approach does nothing extra to reduce
the computational burden placed on the user.

In order to lower the cost of
decryption for data users, Li et al. developed the
ABSE cloud storage system with outsourced
decryption. However, this method does not account
for the processing expenses made by the data
owner. To reduce the computational cost for both
the data owner and the data user, Miao et al. created
a lightweight, fine-grained searchable encryption
solution with a tree access structure for fog
computing. However, when more features are
added, the computational cost of data encryption
increases.

For the e-healthcare cloud, Wang
et al. developed a CP-ABE technique with keyword
search that achieves policy hiddenness and
significantly reduces computational and storage
costs for both the data owner and the data user sides.
A searchable CP-ABE system for the cloud-assisted
industrial 10T in healthcare was presented by Miao
et al. While the data owner can swiftly generate the
cypher text using online/offline technologies in this
way, the overall calculation cost is not reduced. The
CP-ABE and KPABE algorithms were developed
by Cui et al. utilising keyword searches,
respectively. Similar to this, a cunning approach
minimises the cost of the data user accessing a
trapdoor but the overall encryption overhead for the
data owner remains significant.

METHODOLOGY :

We suggest the lightweight key-policy ABSE
technique, which provides both fine-grained access
control and cypher text search simultaneously. We
design the lightweight operations of the resource-
constrained devices for the patient and physician
sides under realistic healthcare scenarios. We
develop a workable deployment plan for our
LABSE scheme under an loT-focused and cloud-
assisted healthcare system. We fully explore the
security aspects in the context of healthcare and
demonstrate the semantic security of the
recommended LABSE scheme. The results of the
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experiment demonstrate that LABSE outperforms

past similar attempts in practise.
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The article offers the LABSE scheme and
a real-world deployment methodology for a
cloud-assisted healthcare system with an 10T
focus. The suggested method allows keyword
searching and sophisticated, light control of
access, and it substantially minimizes the
computational demands on devices with limited
ability to process on both the patient's and the
data user's sides. The semantic security of
LABSE is subsequently verified and its security
» aspects are examined. Performance analysis
: shows that LABSE is useful and uses fewer
resources (both computational and energy-wise)
than competing approaches.
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