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Abstract

In this fast-developing world, Digital image plays a vital role in several application areas and the
digital dependency has taken up great heights. With this large usage of digital dependencies, the
multimedia data can be copied or edited in an easy form and this can be affecting its original content.
The changing of original content of image or adding extra information is tampering and providing
false information. In the last few decades, it has been an urgent concern for researchers to ensure the
authenticity of digital images. Based on the desired applications, several suitable watermarking
techniques have been developed to mitigate this concern. This paper provides the imagetamper
detection algorithm by using watermarking. Watermarking is used for copyright protection. It gives
high quality watermarked image and high robustness to attacks. Watermarking is done by using LSB
embedding, SVD and chaotic sequence. SVD is used fordigital security of an image and ownership
identification.

Keywords: Image processing, Watermarking, SVD (singular value decomposition), LSB (Least
significant bit) embedding, Chaotic sequence, Tamper detection and Attacks on image.

Introduction

Watermarking is the process of
imperceptibly altering a piece of data in order
to embed information about the data. That
definition reveals two important characteristics
of watermarking. First, information embedding
should not cause perceptible changes to the
host image (sometimes called cover image or
original image). Second, the message should
be related to the host image. In this sense, the
watermarking techniques form a subset of
information hiding techniques, which also
include cases where the hidden information is
not related to the host medium (e.g., in covert
communications).

Singular Value Decomposition (SVD) is
a matrix factorization method that decomposes
a given matrix into three matrices: a left
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singular matrix, a diagonal singular value
matrix, and a right singular matrix.Let A be an
m X n matrix, then SVD of A is given by:

A=USVT
where U is an m x m left singular matrix.,

S is an m x n diagonal singular value matrix,
V is an n x n right singular matrix, and T
denotes transpose.
The diagonal entries of S are non-negative
and are arranged in descending order, i.e., ol
> 02 > ... > or > 0, where r is the rank of the
matrix A. The columns of U and V are
orthonormal, i.e.,

UT«U=VTxV =1
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where | is the identity matrix.

Proposed Methodology

In this paper, the framework of general
watermarking methods, separated into the
processes of embedding and extracting
watermarks, along with a general
background, is shortly revised in the first
section. Some standard design requirements
for  evaluating the performance of
watermarking systems are listed in the
following subsections. Related applications
that make watermarking systems a highly
focused research area also described. Based
on the working domain, a survey of digital
image  watermarking techniques is
subsequently presented. Then, a summary of
the research results of the discussed state-of-
the-art methods and current trends in the field
is described in tabular format. Next, we list
some conventional attacks or threats which
must be treated as a challenge for designing
an efficient system.

Cover Pre- Waéeggérk Watermarked
image processing E;lg;ﬂ lhljl;g image

Self generated
‘Watermark

|

Watermark generation block diagram

The watermark is generated by using SVD
algorithm and embedded into image by using
LSB embedding.

Least significant bit modification is the most
commonly used algorithm for spatial domain
watermarking. Here, the least significant bit
(LSB) of randomly chosen pixels can be
altered to hide the most significant bit (MSB)
of another. It generates a random signal by
using a specific key. The watermark is
inserted into the least significant bits of the
host image and can be extracted in the same
way. Several techniques may process the host
image. This type of algorithm is easy to
implement and is image is not affected. It
provides high perceptual transparency with a
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negligible impact on the host image.
However, this

algorithm can be affected by undesirable
noise, cropping, lossy compression, and so
on, and may be attacked by a hacker by
setting all the LSB bits to “1,” modifying the
embedded watermark easily without any
difficulty. The LSB technique can easily be
understood by the example depicted in Figure
8. Suppose two pixel values in the host image
are 130 (10,000,010) and 150 (10,010,110).
Then, using the LSB technique, if the
embedded watermark is 10, then the
watermarked pixel values pixel values will be
131 (10,000,011) and 150 (10,010,110),
respectively.

|1u=Il]u]»]u](l]ulllul o =131
w- (O] o
/ /

MSB LSB

Several researchers have studied
modifications of the LSB technique, which
are commonly related to the spatial domain.
LSB techniques have been developed based
on a bit-plane of digital discrete signals (e.g.,
audio or images). A bit-plane that represents
the signal is a set of bits having the same bit
position in each of the binary numbers. Most
techniques use only one bit-plane for
embedding. This technique works on the least
significant bits (i.e., the seventh-eighth bit-
planes), but others have used three bit-planes
(i.e., the sixth—eighth bit-planes) or even four
bit-planes (i.e., the fifth—eighth bit-planes) for
embedding with acceptable image quality.
The two least significant bits (i.e., the
seventh—eighth bits of the cover image) can
be replaced with the chosen bit of the secret
image by simply using an OR operation in a
specific manner.

This method first converts the host image into
a stream of binary bits, outputs zero in the
embedded bit, and then shifts the secret
image to the right by 4 bits. Then, an OR
operation is performed on these two (i.e., the
host and secret images) to obtain the
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combined image. This operation is illustrated
in below Figure.

Cover image

2x2 block 2x2 block
Pels | ) (spbitsser | Piels

to be zero - 10101111

10101111 10101100 Embedding 11001110

11001101 11001100 algorithm 10010010

10010010 10010000 01011001

01011010 01011000

Generated 8-bit
data by using SVD
11101001

Extraction of watermark: The watermark
extraction is as same as the process of
transmitter region. Watermarked image is
taken. The 8-bit data is extracted from the
watermarked image by following the
procedure done for watermarking the image.
On the other the 8-bit data is generated in
receiver section by following same procedure
followed in watermarking image at the
transmitter section. To embed watermark to
an original image here we are using LSB
(Least significant bit) embedding technique.

Extract e B-bit
walernark
Image Tazper
received with Compare = detcted
Leipetity — .
?I'L'-,‘,tm!’.‘_.!.h {ienerale e
par ihe bt
M walamek

Watermark Extraction and Tamper
Detection

Algorithm Implementation

Transmitter Region:

In this section, a watermarking algorithm
based on SVvD (singular  value
decomposition) is proposed. Singular value
decomposition (SVD) is used to extract the
feature information from the singular value of
the image. The proposed algorithm can be
divided into three parts: watermark
generation, watermarking and tampering
detection.

Watermark generation:

In this the watermark is generated from the
image i.e., self- generated watermark. Water
mark is generated by using singular value
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decomposition. The specificsteps of generating
authentication watermark are as follows:

Image blocking:A gray scale image of NxN
size is taken. Convert into binary image and
make the two LSB planes zero, reshape that
into an image of 256x256 blocks.

Apply SVD:

The image is now divided into 2x2 non-
overlapping blocks. Generate 6-bit data from
maximum SVD value of each 2x2 block. From
6-bit datagenerate 8-bit.By dividing 6-bit into
two bits and performs binary AND operation
and add that generated 2-bit datato the 6-bit
data.

S=svd(i)
Where | is the pixel value of an image.

Watermark embedding:

LSB embedding technique is used to embed
the watermark to the original image. The self-
generated watermark is embedded into the
image which 2 LSB planes are zero. To embed
the data into the data here we are using chaotic
sequence.

Chaotic ~ sequence  generation:  Chaotic
sequence is random sequence. This is to
embed the data into image in chaotic sequence
order.

X(n+1)=r*x(n)*(1-x(n))

Generate the sequence by using below formula
take the value of r=4. Take the value A=4 and
x(0)=0.2027 generate chaotic sequence and
sort the sequence. Map the indices of the
previous order and generate an array of indices
name as ‘C1>.Now embed the 8-bit data in the
order of the array. Divide the image I1 into
2x2 non overlapping blocks, take the first
block and take the first index value that C1(0)
and take the 8-bit data from smax_bits from
the index C1(0). Like wise embed the data into
image that image is watermarked image.

The tampered image is received which is
tampering is done on watermarked image
which is embedded in transmitter part.
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Different attacks are given to the image that
are tampered images. In this receiver part
tamper detection is done.

Watermark extraction:

From the tampered or attacked image 8-bit
data is extracted by following the transmitter
process that means the way how the 8-bit data
is embedded into the image by using chaotic
sequence. The tampered image size reshaped
into 256x256, then it is divided into 2x2 non-
overlapping blocks and 8-bit data is extracted
from each pixel 2 LSB bits.

Receiver Region:

In receiver part generate the 8-bit data from
tampered image. The specificsteps of
generating 8-bit same as transmitter region.
Image blocking:A gray scale image of NxN
size is taken. Convert into binary image and
make the two LSB planes zero. The image is
now divided into 2x2 non-overlapping blocks,
reshape that into an image of 256x256 blocks.
Apply SVD: Divide the reshaped image into
2x2 non overlapping blocks. Generate 6-bit
data from maximum SVD value of each 2x2
block. From 6-bit data generate 8-bit. By
dividing 6-bit into two bits and performs
binary AND operation and add that generated
2-bit data to the 6-bit data

S=svd(i)

Where | is the pixel value of an image.
Generate a matrix of 256x256 size, compare
generated 8-bit data of tampered or attacked
image and extracted 8-bit data of original
image if both are same put the data as the
original data otherwise make it as zero.

Results
Table 6.1 Attacked and detected images
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Detected image

Content removal
afttack

Signal Processing (salt
and pepper noise)
attack

Attacks:

Content removal attack: The content of
original image is removed. In table 6.1 the first
attack is content removal attack and the
detected image. There is 100% detection in
content removal attack as show in the above
table. That is number of tampered blocks are
equal to number of detected blocks.

* Collage attack-1: Some part of the original
image is taken and added to the same image at
another place. Collage attack-1 in the above
table the number of detected blocks are not
same as tampered blocks. The accuracy is
89%.

Collage attack-2: Some part of an image (other
image) is taken and that is added to the
original image. Collage attack-2 in the above
table the number of detected blocks are not
same as tampered blocks.
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The accuracy is 93%. Text addition attack:
Text is added to the original image. The text is
detected in the image but not exactly as added
text. The accuracy is 90%.

Signal processing attack: In signal processing
attack noise is added to the original image.
The salt and pepper noise is detected by using
this algorithm. It detected all added noise
successfully. Accuracy is 99%.

Performance metrics:

True Positive (TP)

The detected blocks value matches the actually
tampered blocks value.The actual value was
positive, and the model detected a positive
value.

True Negative (TN)

The detected blocks value matches the actually
tamapered blocks value.The actual tampered
blocks was negative, and the model detected
blocks also a negative value.

False Positive (FP) — Type | Error

The detected block was falsely detected.The
actual tampered blocks value was negative, but
the model detected blocks value is a positive
value.Also known as the type | error.

False Negative (FN) — Type Il Error

The detected blocks value was falsely
detected.The actual tampered blocks value was
positive, but the model detected blocks value
is a negative value.Also known as the type Il
error.

FALSE POSITIVE RATE(FPR):

FP

FPR=vp TN

Accuracy:

Accuracy is one metric for evaluating correctly
detected blocks of image. A high accuracy
indicates good performance of a method.
Accuracy has the following definition:
Accuracy can also be calculated in terms of
positives and negatives as follows:
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TN +TP
TP+TN+FP+FN

ACCURACY(ACC) =

Attack FPR ACC
Content 0.1186 0.9914
removal attack

Collage attack-1 | 0.1474 0.8526
Collage attack-2 | 0.0555 0.9445
Text addition 0.0031 0.9969
attack

Signal 0.1730 0.8274
processing

attack
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V. CONCLUSION

At present, information can be duplicated
easily due to the interactive and digital
communication of multimedia data. This
issue makes digital image watermarking a
significant field of research. Digital image
watermarking using various techniques has
been applied as an important tool for image
authentication, integrity verification, tamper
detection, copyright protection, and the
digital security of an image. In this study, we
reviewed the most dominant state-of-the-art
watermarking techniques LSB embedding.
Watermark is applied to the original image by
using LSB embedding using chaotic
sequence. On the basis of various
performance metrics, it has concluded that
the method proposed in this paper
watermarking, SVD and LSB embedding for
image tamper detection working effectively.
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